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In this thesis we obtain several interesting algebraic properties of the op-
erations used in the block cipher IDEA which are important for cryptographic
analyzes. We view each of these operations as a function from Z§ x Z§ — Z%.
By fixing one of variables v(z) = Z in Z} x Z%, we define functions f, and
g. from Z% to Z4 for the addition HH and the multiplication () operations,
respectively. We first show that the nonlinearity of g, remains the same un-
der some transformations of z. We give an upper bound for the nonlinearity
of gor, where 2 < k < n — 1. We list all linear relations which make the
nonlinearity of f, and g, zero and furthermore, we present all linear relations
for g, having a high probability. We use these linear relations to derive many
more linear relations for 1-round IDEA. We also devise also a new algorithm
to find a set of new linear relations for 1-round IDEA based on known linear
relations. Moreover, we extend the largest known linear class of weak keys

with cardinality 2% to two classes with cardinality 224 and 227.
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Finally, we obtain several interesting properties of the set
{(X,XPA) € Z) x Zy | (XXNZ)D(XPA)XZ) = B} for varying
A B and Z in Z%, where X € {(),H}. By using some of these properties,

we present impossible differentials for 1-round IDEA and Pseudo-Hadamard

Transform.
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Bu tezde blok sifreleme sistemi IDEA da kullanilan islemlerinin krip-
tografik analizler agisindan 6nemli birgok ilging cebirsel 6zelliklerini elde
ediyoruz. Bu islemlerden her birini Zj x Z3§ — Z% ye bir fonksiyon olarak
bakiyoruz. Zi x Z5 daki degiskenlerden birisi olan z yi sabitleyip, Z3 den
7y ye f, and g, fonksiyonlarim toplama H3 and c¢arpma (o) iglemleri igin
tammliyoruz. Ik g, nin dogrusalsizhginm, z nin bazi déniisiimleri altinda
ayni kaldigini gosteriyoruz. 2 < k < n — 1 oldugunda, gy« nin dogrusalsizlig
icin bir iist sir veriyoruz. f, ve g, nin dogrusalsizhigini sifir yapan tiim
dogrusal bagintilarini listeliyoruz ve ek olarak g, nin yiiksek bir olasiliga sahip
tim dogrusal bagmtilarini sunuyoruz. Bu dogrusal bagmtilar1 IDEA nin
birgok 1-tur IDEA dogrusal bagimtilarim bulmak i¢in kullaniyoruz. Ayrica
bilinen dogrusal bagintilara dayali, yeni dogrusal bagimtilar kiimesi bulmak
icin yeni bir algoritma tasarhyoruz. Ustelik 223 elemanli en bilyiik, bili-

nen dogrusal zayif anahtar smifimi 22* ve 227 elemanl iki yeni bir smifa
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genigletiyoruz.

Son olarak, Z% elemani, degisen A,B and Z ve X € {(»,H} igin
{(X, XDA) € Z x 25 | ( XXNZ)D((XPA)XZ) = B} kiimesinin bir kag
ilging oOzelliklerini elde ediyoruz. Bu ozelliklerden bazisini1 kullanarak 1-tur

IDEA ve Pseudo-Hadamard Déniigiim’leri i¢in imkansiz farklari sunuyoruz.
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